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Statement by the Head of the Unit for Combating Money Laundering

It is my honour to present the Annual Report of the Unit for Combating Money 
laundering (MOKAS), for the years 2016-2017. 

The past two years were marked by an increase in the Suspicious Activity 
Reports submitted from the Reporting Entities and also from reports submitted 
by the Police, during the investigation of serious criminal offences. The Unit 
provided assistance to the police in regards to the restraint and confiscation of 
illegal proceeds derived from illegal activities. 

In 2017, the provisions of the of the 4th Directive of the European Union in 
relation to the prevention of the use of the financial system for the purposes 
of money laundering or terrorist financing, were integrated in an amending bill 
prepared by all stake holders participating in the Advisory Authority. The draft 
bill was adopted by the Parliament in April 2018. Even though this report is for 
the years 2016-2017, some major provisions of the amending act are mentioned 
herewith. 

An important achievement of MOKAS and of all Governmental Authorities and 
representatives of the private sector that cooperated, was the elaboration of 
the National Risk Assessment which assess the money laundering and terrorist 
financing risks per sector and sets the AML/CFT measures that correspond to the 
level of risk. The obligation for the amplification of such an assessment is derived 
both from the Financial Action Task Force (FATF) relevant recommendation and 
from a relevant provision of the 4th Directive of the European Union.

Due to the increased work load, the Unit needs additional human resources, 
thus new positions, including an information technology officer, were approved. 

In the framework of the legislation and of its international obligations, the Unit 
contributed to the restoration of the credibility of Cyprus as a Financial Centre. 

We confirm our commitment to keep up the good work aiming to combat 
money laundering and terrorism financing and preserving the reputation of 
Cyprus as a Financial Centre. 

Eva Rossidou -Papakyriacou
Attorney of the Republic,

Head of the Unit for Combating
Money Laundering
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The Unit for Combating Money Laundering is the Financial Intelligence Unit of Cyprus.

It was established in December 1996 and became operational in January 1997.

The Unit functions under the auspices of the Attorney General of 
the Republic and its mission is to prevent and suppress Money 
Laundering and Terrorism Financing.

MOKAS, is the national centre for gathering, evaluating and 
analysing suspicious transaction reports relevant to laundering offences, associated predicate 
offences and terrorist financing. The Unit transmits the results of the analysis to the appropriate 
authorities. 

The FIU's analysis function consists of the operational analysis which focuses on individual 
cases and specific targets and the strategic analysis which addresses to money laundering and 
terrorist financing trends and patterns. 

The Unit is also engaged in policy issues in the area of anti-money laundering measures, as 
well as in various awareness raising and training initiatives on that subject, involving both the 
public and the private sector. In this respect it issues circulars and guidance notes and provides 
training to the Reporting Entities and to the police. 

Close is also the cooperation between the Unit and the Supervisory Authorities, whilst the 
Head of the Unit chairs, together with a representative of the Ministry of Finance, the Advisory 
Authority for Combating Money Laundering and Terrorist Financing. 

Concerning suspected financing of terrorism, this task was assigned to the Unit through the 
provisions of the Ratification Law of the UN Convention on the Suppression of the Financing of 
Terrorism (Law No. 29(III)/2001). The FIU supports in this respect the functions of the National 
Counter-terrorism Coordinator.

Apart from its duties on a national level, the Unit plays an important role on international level 
as well. Members of the Unit participate in international organisations that deal with issues 
regarding money laundering, financing of terrorism and confiscation of illegal proceeds and 
international cooperation concerning these matters.

I. INTRODUCTION

MOKAS is responsible for gathering, 
evaluating and analysing suspicious 
transaction reports and conducts operational 
and strategic analysis
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Cooperation and exchange of information with other FIUs and Execution of Requests for Mutual 
Judicial Assistance submitted from foreign Authorities, in the area of restraint and confiscation 
of criminal proceeds is also in the scope of the activities of MOKAS.

In addition, MOKAS was appointed as the National Asset Recovery Office, responsible for the 
tracing and recovery of illegal proceeds, in cooperation with the counterpart offices of the EU 
member states. 
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i. Assessment of the adoption of new information and communications technologies to 
strengthen MOKAS Capacities to Detect Money Laundering and Financing of Terrorism

Up until March 2015, MOKAS was operating on a manual basis i.e. all data from reporting entities 
were received in hard copies, followed by manual data input and processing and with transactions 
analysis performed on a case by case basis. 

Consequently and most importantly, the previous IT system did not offer the capability of a broader 
automated identification of correlations and patterns between and amongst data, information, 
suspects etc. 

The Unit, after recognising the above issue and taking into account the ever-growing complexity 
of the analysis carried out, decided to propose a transfer from manual to automated mode and to 
invest in a state-of-the-art IT system. 

Under the effort for continuing development and upgrading of its capacities, MOKAS strategically 
decided to initiate the Project entitled “Strengthening MOKAS Capacities and Improving Efficiency 
to Detect Money Laundering and Financing of Terrorism” (AMLIT). 

The Project launched on the 1st of March 2013 and concluded in the beginning of 2016. The total 
cost was around €1.1m. The 85% of the total budget (€936.000) was funded from Kingdom of 
Norway and the rest 15% from national funds. 

The main objective of the Project was to automate the receipt, analysis and investigation procedure 
of MOKAS, by implementing an IT system for supporting its core activities. 

As part of the implementation of the Project, the Unit acquired a sophisticated IT solution called 
“goAML”, which has been specifically designed and developed by the United Nations Office on 
Drugs and Crime (UNODC) for Financial Intelligence Units (FIUs). GoAML is an intelligence analysis 
system, designed to meet the data collection, management, analytical, document management, 
workflow and statistical needs of FIUs, which is why it is also being used by a number of FIUs around 
the world. The installation of the IT system required an important hardware upgrade, which the Unit 
has acquired in order to enable the hosting of the goAML application, as well as to adapt the staff’s 
technological equipment to the updated functions and protocols due to the system transfer. 

II. DEVELOPMENTS 2016-2017
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After almost two years of preparatory work, the new system went live in April 2015. Henceforth, 
from the 1st of April 2015, all suspicious transaction or activity reports are submitted to the Unit 
electronically, under the highest security standards, through the goAML web application. 

The results were visible from the very beginning of the implementation of the new system and we 
are looking forward towards even more effective utilisation of the new system. 

MOKAS is in a better position and can now analyse deeper and contribute more in combating 
financial crime in the very demanding environment of the fight against money laundering and 
terrorist financing.

The enhanced capability of the new system enables MOKAS to identify complex links, networks and 
continuously updated trends used by possible law offenders either domestically or internationally.
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International cooperation and exchange of information between MOKAS and other FIUs has 
improved since MOKAS is now able to provide more qualitative data, statistics, trends, indicators 
and best practices.

MOKAS would like to thank the Directorate General for European Programmes, Coordination 
and Development for their support during the preparation and implementation of the Project, 
the Ministry of Finance for the financial contribution of 15%, as well as the reporting entities and 
stakeholders for their understanding and contribution.

We would also like to extend our special thanks and gratitudes towards Norway Grants and the 
People of the Kingdom of Norway for their contribution, which made this project feasible. This 
contribution assisted MOKAS not only on the financial part, but also to the enhancement of the 
bilateral relationship between the FIU of Cyprus and the FIU of Norway. 

ii. National Risk Assessment

Cyprus, conforming to its European obligations arising from article 7 of Directive (EU) 2015/849 
of the European Parliament and of The Council on the prevention of the use of the financial system for 
the purposes of money laundering or terrorist financing and in compliance with the International 
standards set by the Financial Action Task Force, has drawn up the National Risk Assessment. 

The decision for the elaboration of the National Risk Assessment was made by the Advisory 
Authority for Combating Money Laundering and Terrorist Financing, with the ultimate goal of the 
report being, the identification, assessment and understanding of Money Laundering and Terrorism 
Financing risks, in order to develop a national anti-money laundering / countering the financing of 
terrorism regime. 

For the development of the report the World Bank Risk Assessment Methodology was used.

Eventhough the Central Bank of Cyprus and the Unit for Combating Money Laundering were in 
charge of the Project, the contribution of all the authorities participating in the Supervisory 
Authority was invaluable. The private sector subsidised as well. 

The project begun in July 2015 and it has been concluded. The outcome of the National Risk 
Assessment has been presented to the Government. 
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The Republic of Cyprus ratified the “United Nations Convention Against Illicit Traffic in Narcotic Drugs 
and Psychotropic Substances” (Vienna Convention) in 1990, the “Council of Europe Convention on 
Laundering, Search, Seizure and Confiscation of the Proceeds from Crime” (Strasbourg Convention) 
in 1995 and the “Council of Europe Convention on Laundering, Search, Seizure and Confiscation of 
the Proceeds from Crime and on the Financing of Terrorism” in 2007.

In May 1996, domestic legislation was enacted, namely “the Prevention and Suppression of Money 
Laundering Activities Law (No. 61(I)/96)” which was adopted in line with the aforementioned 
Conventions, the Recommendations of the “Financial Action Task Force on Money Laundering” and 
the EU Council Directives.

The above Law was amended in 1997, 1998, 1999, 2000, 2003 and 2004 to include further 
international measures or to improve existing measures taken. In 2007 the Law was replaced by the 
Prevention and Suppression of Money Laundering Activities Law 2007, amending and consolidating 
the previous Laws, which was further amended in 2010, 2012, 2013, 2014, 2016 and 2018 with Laws 
58(I)/2010, 80(Ι)/2012, 192(Ι)/2012, 101(I)/2013, 184(I)/2014, 18(I)/2016 and 13(I)/20181, respectively.

Main provisions of the Law
The main purpose of the Law is to make the reporting entities take preventive measures, to define 
and criminalise the laundering of the proceeds generated from all serious criminal offences and 
provide for the confiscation of such proceeds with the aim to deprive criminals of their profits.

Prescribed offences (Section 3 of the Law)
The Law applies to the prescribed offences which comprise of:
(a) The laundering offences and
(b) The predicate offences, that is all the offences defined as criminal offences by virtue of any law 
of the Cyprus Republic. 

As far as the Laundering offences are concerned, Section 4 of the Law provides that each person who 
(a) knows, or (b) ought to have known that any kind of property is proceeds from illegal activities, is 
guilty of an offence if he/she carries out any of the following:

III. LEGISLATION

1 This amending law was enacted on 03/04/2018. Any reference to provisions of the law in the present 
report refer to the new legislation.

11



i. converts, transfers or removes such property, with the purpose of concealing or disguising its illicit 
origin or of assisting any person who is involved in the commission of a predicate offence to carry 
out any of the above actions or acts in any way so as to evade the legal consequences of his/her 
actions;

ii. conceals or disguises the true nature, source, location, disposition, movement, rights with respect 
to property or ownership of this property;

iii. acquires, possesses or uses such property; 

iv. participates in, associates or conspires to commit, or attempts to commit and aids and abets and 
provides counselling or advice for the commission of any of the offences referred to above;

v. provides information with respect to investigations that are being carried out for laundering 
offences for the purpose of enabling the person who acquired a benefit from the commission 
of a predicate offence to retain the proceeds, or the control of the proceeds, derived from the 
commission of the said offence.

Commission of the above offence is punishable with conviction by a maximum of fourteen (14) years 
imprisonment or a fine of up to €500.000 or both of these penalties, in the case of a person who (a) 
knows that the property consists of proceeds from a predicate offence, or by a maximum of five (5) 
years imprisonment or a fine of up to €50.000 or both of these penalties, in the case of a person who
(b) ought to have known.

Special defences of persons assisting others for the commission of laundering offences and 
financing of terrorism offences (Section 26 of the Law)

Regarding criminal proceedings against a person who assisted another person to commit a money 
laundering offence, it may constitute defense for the said person if he/she proves that he/she 
intended to disclose to MOKAS his/her suspicion or belief that the agreement or arrangement related 
to proceeds from a predicate offence, and that his/her failure to do so was based on reasonable 
grounds. Also, any such disclosure should not be treated as a breach of any restriction upon the 
disclosure of information imposed by contract.

Failure to report (Section 27 of the Law)

It is an offence for any person who, in the course of his/her trade, profession, business or employment, 
acquires knowledge or reasonable suspicion that another person is engaged in money laundering 
or financing of terrorism, not to report his/her knowledge or suspicion to MOKAS as soon as it is 
reasonably practicable after the information came to his/her attention. Failure to report is punishable 
on conviction by a maximum of two (2) years imprisonment or a fine not exceeding €5.000 or both 
these penalties.

Tipping-off (Section 48 of the Law)

It is forbidden to any Reporting entity, its director or employee to disclose to the reported client, 
or to any third party that, information regarding suspicious transactions are, will or have been 
submitted to the Unit pursuant to article 69 or that financial analysis of such suspicious transactions 
or information is being carried out.
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Additionally, it is forbidden to any person to make any disclosure which may impede or prejudice the 
interrogation and investigation carried out in respect of prescribed offences or the ascertainment 
of proceeds, when he knows or suspects that the said interrogation and investigations are taking 
place.

Violation of the said article constitutes an offence punishable by imprisonment not exceeding two 
years or a fine not exceeding €50.000 or both these penalties.

Procedures to prevent Money Laundering and Financing of Terrorism (Section 58 of the Law)

The Law requires all persons engaged in financial and other relevant business activities, to establish 
and maintain adequate and appropriate systems and procedures to guard against their business 
and the financial system in general, being used for the purposes of money laundering or financing 
of terrorism. In essence these procedures are designed to achieve two purposes: firstly, to facilitate 
the recognition and the reporting of suspicious transactions and, secondly, to ensure through the 
strict implementation of the “know-your-client” principle and the maintenance of adequate record 
keeping procedures, should a client come under investigation, that the firm is able to provide its 
part of the audit trail.

Order for Disclosure

According to the legislation, in the course of investigating the possible commission of offences, for 
the purpose of analysing financial transactions or for the purposes of inquiry in relation to prescribed 
offences or in relation to inquiry for the determination of proceeds or instrumentalities, the court 
may, on the application of the investigator of the case, make an order for disclosure.

Freezing/Confiscation of assets

The Law contains provisions for obtaining a court order for freezing assets when there is reasonable 
suspicion that those assets are the proceeds of illegal activities, aiming for their future confiscation. 
The confiscated assets are either returned to the victim (i.e. fraud) or are deposited in the Republic’s 
Consolidated Fund (i.e. drug trafficking offence).

Registration and enforcement of foreign freezing and confiscation orders

Foreign freezing and confiscation court orders can be registered before a Cyprus Court and following 
their registration they have the same effect as if they were issued by a Cypriot Court.
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IV. SUBMISSIONS FROM REPORTING ENTITIES

The FIU as the central national unit is responsible for receiving and analysing suspicious 
transaction reports and other information relevant to money laundering, associated predicate 
offences or terrorist financing

Mission of the Unit is the analysis of the information, so to identify 
links between suspicious transactions and related criminal 
activities.

MOKAS invested in operational management automation in 
order to obtain results as effective and as efficient as possible 
with the means it has at its disposal.

Since 2015 only electronically submitted SARs/STRs are accepted. 

At present MOKAS accepts the submission of Suspicious Activity 
Reports - SARs and Suspicious Transaction Reports - STRs.

Suspicious Activity Reports contain general suspicions raised 
from the general behavior of the reported persons, which creates 
the knowledge or the suspicion that they might be involved in 
criminal activities which generate illegal proceeds. 

Suspicious Transaction Reports - STRs, are much more targeted and comprise of specific 
suspicious transactions, which generate the knowledge or the suspicion that a person may be 
involved in criminal activities from which illegal proceeds were derived.

 Which are the reporting entities?

•	 Credit	Institutions

•	 Financial	Organisations

•	 	Accountants

•	 Lawyers

•	 Natural	or	legal	persons	providing  
 administrative services to legal entities  
 (nominee shareholders, directors,  
 registered office), or acting as trustees 
 in trusts

•	 Real	Estate	Agents

•	 Gambling	Businesses
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i. Statistics – Number of reports per year

Since 2014, the number of reports has been increasing continuously every year, with the exception 
of 2017 when there has been a slight decrease. 

In 2016, 1623 reports were submitted to the Unit. Compared to the previous year, there has been 
an increase of 73%. This peak in 2016, compared to the figures recorded in 2014, indicates that the 
number of reports doubled in two years time. 

In 2017, 1480 reports were submitted to the Unit. Compared to the previous year, there has been 
a decrease of 9%, which does not stem the tide of the general increase of the last years. 

The following graph no. 1 shows the development of the case figures of reports, submitted over 
the past four years. 

The identified increase of the reports is due to several reasons. The implementation of the new 
IT system, made the report submission more convenient, since the reporting entities are much 
more familiar with the electronic handling of data. Additionally, the level of awareness has been 
increased through the training sessions provided all around Cyprus both from MOKAS and the 
Supervisory Authorities. 

YEAR NUMBRER OF REPORTS PERCENTAGE CHANGE

TABLE Α

GRAPH 1: DEvELOPMENT OF THE NUMBER OF SARs/STRs SUBMITTED, 2014-2017

2014

2015

2016

2017

671

938

1623

1480

40%

73%

-9%

671

938

1623
1480

2014 2015 2016 2017
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MOKAS, releases the results of strategic analysis, informs about trends and phenomena and 
provides training to the reporting entities.

ii. Number of Reports per sector

By virtue of the article 69 of the AML legislation, the reporting entities are obliged to submit 
suspicious activity/transaction reports.

The risk that each sector faces varies. It is up to each sector and its supervisory authority to identify 
the level of risk and assess if the volume of SARs submitted is proportionate to the risks their 
sector face. 

The larger submitter of SARs/STRs is the banking sector, with 1690 reports, equivalent to 54% of 
the total reports received. Money Service Businesses is the second larger submitter with 30% of 
the total reports received. 

TABLE Β: REPORTS SUBMITTED PER SECTOR 2016-2017

Banking Institutions
Money Service Businesses
Investment Firms
Company Service Providers
Accountants
Lawyers
FOREX
Supervisory Authorities
Card Processing Companies

Others

1690
944
201
101
62
32
26
12
11
24

54,03%
30,63%
6,43%
3,23%
1,98%
1,02%
0,38%
0,38%
0,35%
0,77%

GRARH 2: REPORTS PER SECTOR
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iii. Current Trends

Money laundering trends/typologies

The analysis carried out for 2016-2017 has demonstrated the main suspicion indicators that 
triggered the reporting of SARs/STRs to our Unit. Sometimes a single indicator can cause the 
submission of a SAR/STR but occasionally it is a combination of indicators. Based on this analysis 
we have a clearer picture on some of the risks the financial system of Cyprus is facing for a specific 
period. As a result, we are in a position to take decisions which aim to improve our AML/CFT 
regime, both on the preventive and the combating side. 

The main suspicion indicators are presented below:

Fraud

One of the most common reasons for SAR/STR submission is fraud. This indicator includes 
investment fraud, electronic fraud (both of which are very common), VAT fraud etc.

Insufficient documentation

As part of the preventive measures for AML/CFT financial institutions require their clients, in 
certain occasions, to provide supportive documentation for executed/intended transactions. 
When customers fail to comply with this requirement this could be an indicator of suspicious 
activity.

Transactions not in line with declared activity/not in normal profile

This is another common suspicion indicator, which concerns entities carrying out transactions 
that are unrelated to their declared activities and/or normal profile. In such cases suspicions may 
be created regarding the legitimacy of these entities’ actual activities.

Publicly available information/ information on internet databases

Reporting entities many times discover negative information regarding their clients that is either 
publicly available or contained in internet databases. These negative information often lead to the 
submission of SARs/STRs.

Unusual client behavior

In some cases the behavior of the client may trigger the submission of a SAR/STR to the Unit. A 
reporting entity may detect that a client is behaving in an unusual way that causes suspicions. This 
of course can include a number of things, i.e. unclear business activities.

No economic rationale of activity

All businesses exist to make a profit and their economic decisions are made on this basis. In a 
number of occasions however reporting entities detect transactions with no economic rationale. 
This can create suspicions for ML/TF activities and may trigger the submission of a SAR/STR.

Law Enforcement investigation

A number of SARs/STRs are submitted to the Unit when reporting entities find out that their 
clients are investigated by LEAs. This usually happens when the reporting entity is served with a 
court disclosure order. Such information may of course come to the attention of reporting entities 
from other sources also, such as the local media.
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Fake documents

The provision of documents which are suspected or proved to be fake is another common 
indicator for SAR/STR submission. In many cases this concerns documents which are presented to 
the reporting entity in order to justify a transaction such as invoices and bill of lading documents.

Cash deposits

Systematic and large cash deposits create suspicions to the reporting entities and regularly will 

lead to SAR/STR submission. Such behavior is seen as high risk and it is often an indicator of illegal 
activity. 

Money mules

Various organisers of scams recruit ‘money mule’ individuals who in some cases are aware that 
they may take part in illegal activities, while in other cases they are not. This method is very 
common abroad and in recent years it has begun to spread in Cyprus. These individuals are tasked 
to receive money from abroad and transfer it to third parties, usually in other countries.
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Money laundering and terrorist financing are frequently carried out in an international context. For 
this reason, measures adopted solely at national level, without taking into account international 
coordination and cooperation, would have very limited effect. 

Therefore, MOKAS strongly supports international cooperation and to this end priority is given to 
requests for legal assistance submitted from foreign authorities, through formal rogatory letters/ 
Requests for Legal Assistance and to the exchange of information with the counterparts of other 
countries. Formal rogatory letters are forwarded for execution to by the Unit via the Ministry of 
Justice and Public Order, in the case where restraint or confiscation of criminal proceeds is requested.

i. Cooperation with Foreign FIUs

The Cyprus FIU signed Memoranda of Understanding with the counterparts of the following 
countries:

Nevertheless, there is a specific provision in the Law, which enables MOKAS to cooperate with 
foreign counterparts without the need of a Memorandum of understanding.

V. INTERNATIONAL COOPERATION
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TABLE C: REqUESTS TO AND FROM FOREIGN FIUS & AROS
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Taking into account the transnational nature of money laundering and terrorist financing, timely 
response to FIU requests is of vital importance in combating international crime.

MOKAS promotes international cooperation and assures rapid, constructive and effective responses 
to FIU requests. 

Intelligence is also exchanged spontaneously when the information concerns other countries or 
when it is deemed to add value to other FIUs

Number of FIU & ARO 
requests made

Number of FIU & ARO 
requests received 

2016

2017

Total

251

216

467

530

466

996

GRAPH 3: INTELLIGENCE SHARED wITH AND RECEIvED FROM FIUS & AROS

REQUESTS SENT

REQUESTS RECEIVED

200 300 400 500
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Article 53(1) of the Directive (Eu) 2015/849 of the European Parliament and of the Council 
provides that: 

“When an FIU receives a report pursuant to point (a) of the first subparagraph of Article 33(1) which 
concerns another Member State, it shall promptly forward it to the FIU of that Member State.”

With the transposition of the said directive in the national legislation, spontaneous exchange of 
information constitutes an obligation for each member state. 

MOKAS in compliance with the said directive, and in cooperation with the Department of 
Information Technology Services of the Republic, works on a tool provided to all EU FIUs, so as the 
exchange of information between FIUs would be automated, prompt and easy. 
In 2017, 28 cross border dissemination reports were received. 

Spontaneous 
Information sent

Spontaneous 
Information received

2016

2017

Total

129

247

376

62

69

131

TABLE D: SPONTANEOUS INFORMATION SENT AND RECEIvED
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ii. Execution of Mutual Legal Assistance Requests

Further to the above, MOKAS is also responsible for the execution of Mutual Legal Assistance 
Requests, sent from other countries which concern restraint and confiscation of assets. Formal 
Rogatory letters (Requests for Legal Assistance) are sent to the Ministry of Justice and Public Order, 
which is the central Authority and then transmitted to the Unit for execution.

iii. Participation in International Organisations

(a) The Egmont Group

MOKAS is a member of the ‘Egmont Group’ since June 1998. The Egmont Group is an organisation 
that serves as an international network fostering improved communication and interaction among 
the Financial Intelligence Units. Its main goal is to provide a forum for FIUs around the world and to 
support governments in the fight against money laundering, terrorism financing and other financial 
crimes. The organisation includes now 151 countries worldwide. 

(b) FIU Platform

MOKAS is also a member of the EU FIU Platform. This informal Platform, serves as a forum to provide 
advice and expertise to the Commission on operational issues in the context of the functions 
performed by Financial Intelligence Units (FIUs), to facilitate cooperation among national FIUs and 
exchange views on cooperation related issues, such as effective international FIU cooperation, 
the identification of suspicious transactions with a cross-border dimension, the standardisation of 
reporting formats through the FIU.net network and the joint analysis of cross-border cases as well 
as trends and factors relevant to assessing money laundering and terrorist financing risks both on 
the national and international level.

(c) FIU.NET Task Force

Following the publication of Council Decision 2000/642/JHA of 17th October 2000 concerning 
arrangements for cooperation between FIUs of member states in respect of exchanging information, 
the EU Commission, through the DG Internal Market, launched the FIU.NET initiative, a fully 
decentralised EU wide system whereby FIUs join a computer network to exchange information in a 
secure environment.
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GRAPH 5: NUMBER OF MUTUAL LEGAL ASSISTANCE REqUESTS EXECUTED 2016-2017
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(d) Asset Recovery Offices Platform

The main motive of cross-border organised crime, is financial gain and the ultimate goal of the Law 
Enforcement agencies is to deprive criminals from the illegal proceeds.

Thus, the Law Enforcement Agencies should be in a position to rapidly exchange information 
that can lead to the tracing and seizure of proceeds from crime and other property belonging to 
criminals.

To that end, the Council adopted the Decision 2007/845/JHA of 06 December 2007 concerning 
cooperation between Asset Recovery Offices of the Member States in the field of tracing and 
identification of proceeds from, or other property related to, crime and each Member State set up 
or designated a national Asset Recovery Office.

MOKAS has been designated by the Council of Ministers as the National Asset Recovery Office 
of Cyprus. Under this capacity, MOKAS participates to the meetings of the European Union Asset 
Recovery Offices Platform which aims to the enhancement of cooperation between EU Member 
States in the area of tracing and confiscation of proceeds of crime and other crime related property 
and exchanges information with other AROs.

(e) The Camden Assets Recovery Inter-Agency Network (CARIN)

CARIN was established in the Hague in 2004 and it constitutes a global network of practitioners 
and experts with the intention of enhancing mutual knowledge on methods and techniques in 
the area of cross border identification, restraint, seizure and confiscation of the proceeds and other 
property related to crime. Members of MOKAS participate in this network since 2005.

(b) The Council of Europe

- Moneyval Committee

Cyprus is a member of the Moneyval Committee of the Council of Europe, since its establishment 
in 1997. This is a permanent Committee and it carries out the same tasks as the FATF, on mutual 
evaluation, with which it cooperates closely. The Head of the FIU is the Head of the Cyprus delegation, 
in which representatives of the Central Bank of Cyprus and the Cyprus Police participates as well. 
The aim of Moneyval is to ensure that member states of the Council of Europe, which are not 
members of the FATF, have in place effective systems to counter money laundering and terrorism 
financing and comply with the relevant international standards in these fields.

Where appropriate, the Committee makes recommendations to the evaluated countries, with a 
view to improve the efficiency of their anti-money laundering and countering terrorism financing 
measures and to furthering international cooperation.
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In November 2009, Cyprus hosted the Moneyval 8th Typologies Meeting and the following topics 
were discussed: «The use of internet gambling for money laundering and terrorist financing 
purposes» and «Money laundering through private pension funds and the insurance sector».

- The Conference of the Parties to the Council of Europe Convention on Laundering, Search, 
Seizure and Confiscation of the Proceeds from Crime and on the Financing of Terrorism.

The main task of this Committee is the evaluation of the state parties regarding the implementation 
of the provisions of the Convention, with respect to areas not covered by other international 
instruments. The Head of the FIU has chaired this Committee from March 2011 until December 
2015.
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The graph below indicates the number of Court Orders issued following an application submitted 
by MOKAS, as well as the number of Administrative Orders issued by the Unit for the suspension 
or non-execution of a transaction.

Administrative Instruction: Issued by the Unit for the postponement of transactions or the 
monitoring of bank accounts of individuals or companies, when there is reasonable suspicion 
that a transaction is related to money laundering or to terrorism financing. It is issued for the 
purpose of financial analysis or for the future enforcement of restraint or confiscation orders. It is 
valid for 7 working days and can be renewed for a period not exceeding 30 working days in total.

Restraint Court Order: Issued when “(a) criminal proceedings have been instituted and have not 
been concluded or are about to be instituted against a person for the commission of a predicate 
offence, or an application by the Attorney General has been made under sections 28, 35 or 36 of 
the Prevention and Suppression of Money Laundering Activities Laws of 2007-2014 or,
(b) the Unit possesses information which creates a reasonable suspicion that a person may be 
charged with the commission of a laundering offence and 
(c) the court is satisfied that there is reasonable ground to believe that the person has benefited 
from the commission of a predicate offence”. 

VI. RESTRAINT AND CONFISCATION OF ILLEGAL ASSETS
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Registration and enforcement of a Foreign Court Order: When a foreign country submits a 
request for the enforcement of a foreign restraint or confiscation court order, this court order can 
be registered in Cyprus and become enforceable as if the order had been made by a competent 
court of Cyprus. 

Confiscation Court Order – It is issued after the conviction of a person in relation to a prescribed 
offence and before the sentence is imposed so that all the proceeds acquired by the commission 
of the predicate offence are confiscated.

Assets Restraint Assets Confiscated

€28.433.191

$2.146.266

GBP97.081

NOK1.492.464

48,80 bitcoins

32 immovable properties

10 vehicles

€1.662.700

$7.297.924

3 immovable properties

TABLE Ε: ASSETS RESTRAINT/ CONFISCATED – 2016-2017
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The Supervisory Authorities of the Reporting Entities are the following:

•	 The	Central	Bank	of	Cyprus.
•	 The	Securities	and	Exchange	Commission
•	 The	Commissioner	of	Insurance
•	 The	Council	of	the	Institute	of	Certified	Public	Accountants	of	Cyprus
•	 The	Council	of	the	Cyprus	Bar	Association
•	 The	Council	of	Real	Estate	Agents
•	 The	National	Betting	Authority
•	 The	National	Gaming	and	and	Casino	Supervision	Authority	
•	 Any	other	Supervisory	Authorities	are	appointed	following	a	decision	
 of the Council of Ministers.

The above Supervisory Authorities are responsible for monitoring the compliance of the members 
falling under their supervision with regards to the provisions of the Law and with the Directives 
they regularly issue for the better implementation of the Law. 

The Supervisory Authorities may ask and collect from persons under their supervision any useful 
information necessary for the performance of their duties and request within a specified time 
deadline the provision of relevant information, documents and data. 

In order to verify the compliance of persons under their supervision, the Supervisory Authorities 
may carry out inspections, request and collect information, enter the premises of the supervised 
persons and inspect documents, records and accounts and any data stored in computers or other 
electronic means and receive copies or extracts of these data. 

In case of non-compliance, the appropriate Supervisory Authority may impose a fine. 

In the case where a Supervisory Authority has information or believes that a person falling under 
its supervision is involved in the commission of a money laundering or financing of terrorism 
offence, it should disseminate the information to the Attorney General, as soon as possible. 
When the information concerns specific funds and there is reasonable suspicion that these funds 
constitute proceeds of illegal activities, or are related to terrorism financing, then the information 
is disseminated to MOKAS.

VIΙ. SUPERVISORY AUTHORITIES
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This Authority is headed by a representative of the Ministry of Finance and the Head of the FIU. 
Its functions are the following:

•	 Inform	the	Council	of	Ministers	of	any	measures	taken	and	the	general	policy	applied	against 
 money laundering and financing of terrorism offences;
•	 Advise	the	Council	of	Ministers	about	additional	measures	which,	 in	 its	opinion,	should	be 
 taken for the better implementation of the relevant legislation;
•	 Promote	the	Republic	internationally	as	a	country,	which	complies	with	all	the	conventions, 
 resolutions and decisions of international bodies in respect of combating laundering and 
 financing of terrorism offences;
 
The Advisory authority is composed of representatives of:

a. The Unit for Combating Money Laundering

b. The Central Bank of Cyprus

c. All other Supervisory Authorities

d. The Ministry of Finance

e. The Ministry of Justice and Public Order

f. The Police

g. The Customs and Excise Department

h. The Department of the Registrar of Companies and Official Receiver

i. The Association of Cyprus Commercial Banks

j. The Association of International Banks

k. The Cyprus Financial Services Firms Association

l. The Cyprus Bar Association, the Institute of Certified Public Accountants of Cyprus and other  
 professional bodies which the Council of Ministers may prescribe

m. The National Betting Authority

n. The National Gaming and Casino Supervision Authority 

o. The Commissioner of Taxation

p. Any other Organisation or Service the Council of Ministers may prescribe

VIII. ADVISORY AUTHORITY FOR COMBATING MONEY LAUNDERING   
    AND TERRORISM FINANCING
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Cyprus’ anti-money laundering system was assessed four times by the Moneyval Committee of 
the Council of Europe in April 1998, September 2001, April 2005 and June 2010. 

The subsequent evaluation reports published in June 1998, June 2002, March 2006 and 
September 2011, respectively, concluded that Cyprus adopted measures in line with international 
standards and should be commended for the very comprehensive legal framework put in place.

The 4th round Evaluation Report of Cyprus has been adopted and published in September 
2011. The last Detailed Assessment Report on Cyprus on Money Laundering and Combating 
the Financing of Terrorism can be found on the Council of Europe website - www.coe.int.

Additionally, following a request from Eurogroup Working Group on 9 March 2013, the Moneyval 
Committee of the Council of Europe conducted an assessment of the effective implementation 
of Customer Due Diligence (CDD) procedures in the Cypriot banking sector. Moreover, Cyprus, 
with the agreement of Troika, commissioned Deloitte Italy to assess the credit institutions' level 
of compliance with the Cypriot legislative and regulatory framework for CDD. The reports on 
these special assessments were presented to Troika on 24.4.2013.

Considering the findings of these two reports as a whole, there was no reference to or indication 
of systemic deficiencies. The reports indicate that the standard building blocks of the AML/
CFT framework in Cyprus are in place, the AML preventive measures and procedures in credit 
institutions are generally sound, and, that overall, credit institutions exhibit a high level of 
compliance with the statutory and regulatory requirements, which in some areas are more 
demanding than the respective EU and international requirements. Nevertheless, some areas 
that require attention and are amenable to suggestions for further improvements, are raised in 
the reports.

In this context, the Cypriot authorities have taken into serious consideration these issues and 
have stated that they remain fully committed to proceeding with the necessary improvements 
and/or rectifications.

IX. EVALUATION BY INTERNATIONAL BODIES
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In light of the above, on 30 June 2013, Cyprus authorities agreed with Troika on an AML Action 
Plan within a specified tight timeframe with a view to address on the deficiencies identified by 
Moneyval and Deloitte Italy. 

A relevant Moneyval press release on this work, as well as its report can be found at the 
Moneyval website link at: https://wcd.coe.int/ViewDocjsp?p=&Ref=DC-PR086(2013)&Languag
e=lanEnglish&Ver=original&Site=DC&BackColorInteret=F5CA75&BackColorIntranet=F5CA75&
BackColorLogged=A9BACE&direct=true

Additionally, the first three sections of the independent audit firm’s report, which include 
the executive summary can be found at the website link of the Ministry of Finance at: http://
www.mof.gov.cy/mof/mof.nsf/All/43235D20B3BE0932C2257B8D003D4CE5/$file/Deloitte%20
Final%20Report%20Sections%2013.pdf

A relevant press release on these issued by the Ministry of Finance can be found at the link: 
http://www.mof.gov.cy/mof/mof.nsf/All/A682418818752EB7C2257B7400432795/$file
PressRelease%20MoFAntiMoney%20Laundering%20230513.pdf
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X. TRAINING

Organiser Topic Place/Date

TRAINING PROvIDED BY MOKAS

ICPAC

ICPAC

MONEYGRAM

ICPAC

ICPAC

ICPAC

ACAMS

CYPRUS 
BAR 

ASSOCIATION

CYPRUS 
BAR 

ASSOCIATION

Nicosia, May 2016

Limassol, May 2016

Nicosia, October 2016

Nicosia, January 2017

Limassol, January 2017

Larnaca, February 2017

Nicosia, February 2017

Limassol, May 2017

Nicosia, December 2017

GOAML

GOAML

Money Laundering and 
Terrorist Financing

AML Law - GOAML-Feedback-Quality of 
Reports - Cases

AML Law - GOAML-Feedback-Quality of 
Reports - Cases

AML Law - GOAML-Feedback-Quality of 
Reports - Cases

AML in Cyprus - AML Case Anatomy

AML Law - GOAML-Feedback-Quality of 
Reports - Cases

AML Law - GOAML-Feedback-Quality of 
Reports - Cases

31



Organiser Topic Place/Date

TRAINING PROvIDED TO MOKAS STAFF

MINISTRY OF FOREING 
AFFAIRS & US 
AUTHORITIES

CZECH FIU

EUROPOL

NATIONAL 
INTELLIGENCE 

SERvICE

CYPRUS POLICE - 
EUROPOL

Nicosia, June 2016

Prague, September 2016

Noordwijk, December 2016

Nicosia, March 2017

Nicosia, April 2017

Financing of terrorism
Hezbollah Organization

Facing New Challenges in Combating 
Terrorist Financing

Financial Investigation and Asset Recovery 
Related to THB: Involvement of the Public 

Prosecutors Office

TF and ML

Europol Awareness Seminar (Roadshow) - 
Cyprus 'A European Response 

To Multinational Crime'

CYPRUS POLICE

BRITISH HIGH 
COMMISSION

ARO HUNGARY

CITCO, SPAIN

EUROPOL

Nicosia, June 2017

Nicosia, October 2017

Budapest, October 2017

Madrid, November 2017

The Hague, November 2017

Organised Crime and Corruption: 
European and International Trends

Workshop in Financial Investigation 
Training

Regional Conference on Asset-Recovery

International Meeting of Asset Recovery 
and Management

Fiu.Net Workshop

EGMONT

CYPRUS POLICE / 
EUROPEAN UNION 

AND INTERNATIONAL 
POLICE COOPARATION 

DIRECTORATE

ACAMS

UNODC

DUTCH POLICE

CYPRUS POLICE

Paris, February 2016

Nicosia, March 2016

Nicosia, March 2016

Nicosia, April 2016

Santpoort - Noord, June 2016

Nicosia, June 2016

Strategic Analysis Course

Counter terrorism Financial Investigation

AML/CTF Networking

Enhanced Training Programme, FIU 
Analysis, Long Data Analysis, Financial 

Investigation

Seizing the Spoils of Crime 

Counter-Terrorism Policies for Law 
Enforcement: International & Comparative 

Perspectives
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